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PRIVACY and Data Protection

• CYBER-SECURITY*

– is the mitigation of threats that expose the integrity of data, 

systems and infrastructure.

– is the protection of computer systems from the theft and damage 

to their hardware, software or information, as well as from 

disruption or misdirection of the services they provide.

• PRIVACY**

– is the ability of an individual or group to seclude themselves, or 

information about themselves, and thereby express /share by 

themselves or consent to other parties selectively.

Design Principles

*Consensus build on Microsoft, IBM, Oberthur, Gemalto and Apple.

**Consensus build on ICO (information Commsisioner’s Office).

https://en.wikipedia.org/wiki/Computer_system
https://en.wikipedia.org/wiki/Computer_hardware
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Information
https://en.wikipedia.org/wiki/Denial-of-service_attack
https://en.wikipedia.org/wiki/Botnet
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Galway Samart City approach to deal with Privacy & Data Protection
• Privacy (P) and Cyber-Security (CS) are the two faces of the same coin.

• Data Protection (DP) is a data-related activity for Cyber-security compliance.

• Access Control (AC) is a system/platform feature related to Cyber-security.

• Trust (DT) is a technology-related feature for Cyber-security compliance.

• P and CS, they go together and are interwined

Privacy
Personal Right 

ExerciseLegislation
(GDPR

DP, AC & T 
implementation

Approach Standards

TechnologyProcedures

Supported on

technology

Data Protection  Services/Apps View

Access Control  Systems View

Trust  Technology View
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Smart Traffic System using Air Quality and Noise Monitoring 

The Problem

Healthcare/Environmental
Smart Cities

Galway Smart City 
Traffic Diversion 
Scheme Programs



Galway Smart City 
Development Plan

The City of Innovation

Securing Data Protection, Preserving Privacy

Pioneering eGovernment and Open Data

#eGov #OpenData



Good Government & Innovation

IoT Technology and Services
(Research Groups & Themes)

National & H2020 Research Programs

Targeted  

Industry Projects Demonstrators
Platform & Industry verticals

EU Policy  

Agenda & Standards 

Development

National Pilots

Ireland #SmartCityPlatform Dimensions

Good Government & Innovation
(National Policy and Legislation)
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Commercialisation & Entrepreneurship

Insight Centre for Data Analytics www.insight-centre.org
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Galway City Noise Pollution Action Plan 2013 - 2018

Implementation of the EU Environmental Noise Directive 2002/49/EC

Insight Centre for Data Analytics www.insight-centre.org



National University of Ireland 
Galway
Development & Implementation Plan

Enabling Modern Data-Driven Society

and the Digital Single Marketplace

#IoTData #IoTPlatforms

Insight Centre for Data Analytics www.insight-centre.org
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http://smartcitiescouncil.com

Ireland Smart City Vision
Citizens & Technology

Data Openness & Interoperability Policy & Good Government

www.vital-project.eu

www.openiot.eu

Connecting Sensor Systems to the City

http://www.ict-citypulse.eu/

IoT User-Centric Decision Support

Mobile services / devices for the Citizens’ 

needs

The Web to connect 

related Smart City data

www. lod-cloud.net

Connecting Future Cities via Data

NGSI 

V1.0

Open 

Data eGov Collaboration

ARCADIA

YourDATA stories

www.yourdatastories.eu

www.paasport-project.eu

Open APIs for Open Minds

Services and Infrastructure
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Connecting Future Smart Cities

VITAL-OS / OpenIoT / FIWARE

Deep Learning for Improving People’s Productivity in Smart Buildings

The Future of Ireland Transformation to Smart Regions using Internet of 

Things

Insight Centre for Data Analytics www.insight-centre.org

Open APIs for Open Minds

Galway Smart City



IoT Smart Cities 
(DEPLOYMENT & IMPLEMENTATION)

Galway Smart City
#Community #Creation/Participation

The Technologies for
Future Cities

Insight Centre for Data Analytics www.insight-centre.org



Galway Smart City
Smart Traffic Diversion Scheme Demonstrator

Insight Centre for Data Analytics www.insight-centre.org

Phase 1
Design and Prototype

Phase 2
Data Collection and Deployment

Phase 3
Solution and Product Partnerships
Data Analytics Platforms 
OpenIoT / VITAL-OS / FIWARE

Phase 4
Ensuring Security 
and Data Protection

Phase 5
Solution and Product Parnerships
Data Analytics Solutions
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Insight Car Park Demonstrator
Hardware Security – Software Security

Insight Centre for Data Analytics www.insight-centre.org



#Insight  #LivingLabs #DataSets

Insight Centre for Data Analytics www.insight-centre.org
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Thank You!
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www.openiot.eu

Galway Smart City Cluster
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