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Galway Smart City — loT Enabled

(Securing Data Protection, Preserving Privacy)
Smart Traffic System using Air Quality and Noise Monitoring

June 2018, Portland, Oregon, USA



Galway Smart City Cluster

Caitriona Morgan Dr. Sharon Carroll
Community and Enterprise Officer Housing Department Officer
Galway City-Council

City Hall, College Road
Galway City, IRELAND

Dr. Martin Serrano Sir. Niall O’ Brolchain
Principal Inbestigator and Data Scientist eGovernment, former Ireland’s senator

Internet of Things and Smart Cities end ex-Mayor of Galway City
Insight Centre for Data Analytics - NUIG Insight Centre for Data Analytics - NUIG

CEQ, Shivakumar Mathapathi
Dew Mobility
Fremont Silicon Valley, San Jose, CA. USA.

CEO Dr. Antonio Jara
Hop Ubiquitous
Ceuti, Murcia City - SPAIN

& « GLOBAL CITY
NUI Galway H
L sl Insight - hop NIST % reans e




NUI Galway

OE Gaillimh

* *
* ok

EUROPEAN geyeyry FRAMEWORK
COMMISSION PROGRAMM

@ o
o . ENTERPRISE
Sf|

National University of Ireland Galway

,~~ PORTFOLIO *
4~

PR v

> oy i =

¥

IRELAND

Insighte

Cork

BOMEGAL

a%kslm Aussia
g /N
w:f:‘; |T.r|\ wanIA

BELARUS

Atiantie e = / gLUxEMBoURG
ocean Beiglum

Switzerland

Meditarranean Sea ~

-
e L
¥ p
moROCCO alcERIA b
rumisia)

— > o

Insight Centre for Data Analytics
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SMART CITY CONCEPTS
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Galway City Council www.vital-iot.eu

GEI Comhairle Cathrach na Gaillimhe VITAL r

« CYBER-SECURITY*

— 1S the mitigation of threats that expose the integrity of data,
systems and infrastructure.

— IS the protection of computer systems from the theft and damage
to their hardware, software or information, as well as from

disruption or misdirection of the services they provide.
*Consensus build on Microsoft, IBM, Oberthur, Gemalto and Apple.

 PRIVACY**

— 1s the ability of an individual or group to seclude themselves, or
Information about themselves, and thereby express /share by
themselves or consent to other parties selectively.

**Consensus build on ICO (information Commsisioner’s Office).
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https://en.wikipedia.org/wiki/Computer_system
https://en.wikipedia.org/wiki/Computer_hardware
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Information
https://en.wikipedia.org/wiki/Denial-of-service_attack
https://en.wikipedia.org/wiki/Botnet
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www.openiot.eu Galway City Council

Galway Samart City appnfb'éch to deal with Privacy & Data Protection

« Privacy (P) and Cyber-Security (CS) are the two faces of the same coin.
« Data Protection (DP) is a data-related activity for Cyber-security compliance.
« Access Control (AC) is a system/platform feature related to Cyber-security.

- Trust (DT) is a technology-related feature for Cyber-security compliance.
* P and CS, they go together and are interwined _ D ) P

Data Protection < Services/Apps View

AG

Access Control € Systems View

Trust € Technology View

Privacy DP,AC&T
Personal Right implementation
Legislation Exercise Approach Standards

(GDPR
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T Galway Smart City
Open Data eGovernment Infrastructure Education
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#eGov #0OpenData

Galway Smart City
Development Plan

The City of Innovation
Securing Data Protection, Preserving Privacy
Pioneering eGovernment and Open Data
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Insight Centre for Data Analytics www.insight-centre.org

reland #SmartCityPlatform Dimensions

Good Government & Innovation
(National Policy and Legislation)

National Pilots g
Targeted EU Policy

: Agenda & Standards
Platform & Industry verticals

|0JJUOD) SS90y  ADBAI

Applied Innovation

uonoajo.d ereq

loT Technology and Services
(Research Groups & Themes)
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Core Research
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Implementation of the EU Environmental Noise Directive 2002/49/EC
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Ireland Smart City Vision

Services and Infrastructure | - Citizens & Technology

oPENTS>  GAMBAS XESport

Mobile servides / devices for the Citizens’

Connecting Sensor Systems to the City )
needs WWWw.paasport-project.eu

VITAL

www.vital-project.eu

Connecting Future Cities via Data

& FILARE

Open APIs for Open Minds

Pulse

p://www.ict-citypulse.eu/

loT User-Centric Decision Support

. -;;-"; YourDATA stories
LE} D 2 *qe YDS

k. WWW IBdICIOIud net ttp://smartcitiescouncil.com www.yourdatastories.eu

The Web to connect [ .. 0 m Q NGSI

related Smart City data @ @  Open Mobile Allianc \(gl .0 AR C ADIA

pen J _
Data X Ckan W eGov Collaboration
Data Openness & Interoperability Policy & Good Government

OPENIoT Q = \/|TAL

www.openiot. eu www.vital-iot.eu
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vital:Running

Best Practices and Success Stories
of EU Funded Projects

17 March, 2015
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Galway Smart City
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Open APIs for Open Minds
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www.openiot.eu V www.vital-iot.eu
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Qgalway

The Technologies for
Future Cltles
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Insight Centre for Data Analytics

www.openiot.eu

www.vital-iot.eu

www.insight-centre.org

HW and SW for complete drop-in
solution for loT security

Noise pollution
monitoring
(3048 - 130 dB)

Crowd monitoring
(Wi-Fi devices)

Measure energy
consumption
(non-invasive)

Air Quality monitoring
NO,, CO,, SO., NO, 0,
temperature & humidity
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#insight #LivingLabs #DataSets

Internet of Things, #lrelandofThings

Collect Transform

Connect

Physical Data Data Data Data Value
World Harvesting  Transmission Hosting Analysis Discovery
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Caitriona Morgan Dr. Sharon Carroll

Dr. Martin Serrano Sir. Niall O’ Brolchain

CEO, Shivakumar Mathapathi

CEO Dr. Antonio Jara

2 — . © « GLOBAL CITY
| QE}% ;]hop NIST i TEAMS



; ciattence 1T hank You!
Galway Smart City Cluster
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